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WEB APPLICATION SECURITY

LEVELS5 (OWASP TOP 10)

Module OT

Improper Neutralization of Special
Elementsused in an OS Command
(‘OS Command Injection’)

Module 02
SQL Injection

Module 03
Code Injection

Module 04

Unrestricted Upload of File
with Dangerous Type

Module 05

Download of Code Without
Integrity Check

Module 06

Inclusion of Functionality
from UntrustedControl Spher

Module 07

Missing Authentication for
Critical Function

Module 08

Improper Restriction of
ExcessiveAuthentication
Attempts

Module 09

Use of Hard-coded
Credentials

Module 10

Reliance on Untrusted Inputs in

aSecurity Decision

Module 11
Missing Authorization

Module 12

Incorrect Authorization

Module 13

Missing Encryption of
Sensitive Data

Module 14

Cleartext Transmission
ofSensitive Information
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Module 15
XML External Entities

Module 16

External Control of File Name
or Path

Module 17
Improper Authorization

Module 18

Execution with Unnecessary
Privileges

Module 19

Use of Potentially Dangerous
Function

Module 20

Incorrect Permission Assignment

forCritical Resource

Module 21

Improper Neutralization of Input

Duringweb page Generation
(Cross-Site Scripting)
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Module 22

Use of Externally-Controlled
Format String

Module 23

Integer Overflow or
Wraparound

Module 24

Use of a Broken or Risky
CryptographicAlgorithm

Module 25

Use of a One-way Hash
Without a Salt

Module 26

Insufficient Logging and
Monitoring
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Address: Near ICICI Bank ATM, 100 Ft. Crossing
indrapuram Shamshabad Road, Agra (282001)

Contact Us For More Information :

+91 7078906702, 9761666702

www.codingjunction.in

info@CodingJunction.in




